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Roadmap 

 Problems programming shared memory 
systems. 

 Controlling access to a critical section. 

 Thread synchronization. 

 Programming with POSIX threads. 

 Mutexes. 

 Producer-consumer synchronization and 
semaphores. 

 Barriers and condition variables. 

 Read-write locks. 

 Thread safety. 
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A Shared Memory System 
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Shared Memory Programming 

 Multiple threads (processes) on shared address 
space 

 More convenient programming model 

 Careful control required when shared data are accessed 

 

 Programming models 

 Threads libraries (classes):  Pthreads, Java threads 

 New programming languages: Ada 

 Modifying syntax of existing languages: UPC (Berkeley Unified 
Parallel C), Cilk, C++ 11 

 Compiler directives: OpenMP 
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Threads vs. Processes 

 Process 

 One address space per process 

 Each process has its own data 
(global variables), stack, heap 

 

 

 Thread 

 Multiple threads share on 
address space 

 But its own stack and register 
context 

 Threads within the same 
address space share data 
(global variables), heap 
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POSIX®
 Threads 

 Also known as Pthreads. 

 A standard for Unix-like operating systems. 

 Created by IEEE 

 Called POSIX 1003.1c in 1995 

 A library that can be linked with C programs. 

 Specifies an application programming interface 
(API) for multi-threaded programming. 
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Caveat 

 The Pthreads API is available on many Unix-like 
POSIX-conformant operating systems — Linux, 
MacOS X, Solaris, HPUX, … 

 SFU/SUA subsystem on Micrsoft Windows 
implements many POSIX APIs 
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Hello World! (1) 

declares the various Pthreads 

functions, constants, types, etc. 
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Hello World! (2) 
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Hello World! (3) 
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Compiling a Pthread program 

gcc −g −Wall −o pth_hello pth_hello . c −lpthread 

link in the Pthreads library 
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Running a Pthreads program 

. / pth_hello <number of threads> 

. / pth_hello 1 

Hello from the main thread 

Hello from thread 0 of 1 

. / pth_hello 4 

Hello from the main thread 

Hello from thread 0 of 4 

Hello from thread 1 of 4 

Hello from thread 2 of 4 

Hello from thread 3 of 4 
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Starting the Threads 

pthread.h 

pthread_t 

int pthread_create ( 

 pthread_t*  thread_p /* out */ , 

 const pthread_attr_t*  attr_p /* in */ , 

 void*  (*start_routine ) ( void ) /* in */ , 

 void*  arg_p /* in */ ) ; 

One object for 
each thread. 
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pthread_t objects 

 Opaque 

 The actual data that they store is system-
specific. 

 Their data members aren’t directly accessible to 
user code.  

 However, the Pthreads standard guarantees 
that a pthread_t object does store enough 
information to uniquely identify the thread with 
which it’s associated. 
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A closer look (1) 

int pthread_create ( 

 pthread_t*  thread_p /* out */ , 

 const pthread_attr_t*  attr_p /* in */ , 

 void*  (*start_routine ) ( void ) /* in */ , 

 void*  arg_p /* in */ ) ; 

We won’t be using, so we just pass NULL. 

Allocate before calling. 
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A closer look (2) 

int pthread_create ( 

 pthread_t*  thread_p /* out */ , 

 const pthread_attr_t*  attr_p /* in */ , 

 void*  (*start_routine ) ( void ) /* in */ , 

 void*  arg_p /* in */ ) ; 

The function that the thread is to run. 

Pointer to the argument that should 

be passed to the function start_routine. 
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Function started by thread_create 

 Prototype:  
 void*  thread_function ( void*  args_p ) ; 

 

 Void* can be cast to any pointer type in C. 

 

 So args_p can point to a list containing one 
or more values needed by thread_function. 

 Similarly, the return value of 
thread_function can point to a list of one or 
more values. 
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Pthreads – creation & join 

 pthread_create,  pthread_join 

main() 

pthread_create(&th_id, NULL, proc1, &arg) 

pthread_join(th_id,  *status) 

proc1(*arg) 
{ 
 
 
 
    return (&status); 
} 

thread 1 thread 2 
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Pthreads – detached thread 

 pthread_attr_setdetachstate 

main() 

pthread_create(&th_id1, &attr, proc1,  NULL) 

pthread_create(&th_id2, &attr, proc2,  NULL) 

pthread_attr_setdetachstate(&attr, PTHREAD_CREATE_DETACHED) 

proc2  { 
 
 
} 

proc1  { 
 
 
} 

terminates! 

terminates! 



20 

Pthreads –Exiting a Thread 

 4 ways to exit threads 

 Thread will naturally exit after starting thread function returns 

 Thread itself can exit by calling pthread_exit() 

 Other threads can terminate a thread by calling 
pthread_cancel() 

 Thread exits if the process that owns the thread exits 

 

 APIs 

 void pthread_exit (void *retval); 

 int pthread_cancel (pthread_t thread) 
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CRITICAL SECTIONS 
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Estimating pi 
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A thread function for computing pi  

Access to a shared variable  race condition  nondeterminism 
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Using a dual core processor 

Note that as we increase n, the estimate with one thread 
gets more correct 

# of threads 10^7 10^8 

1 3.141593 3.141593 

2 2.663542 -0.00811 

4 3.166491 0.058198 

8 -1.25512 3.360151 

Results on my system (Intel i7 920, 4 cores, 2 SMTs per core) 
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Possible race condition 
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Busy-Waiting 

 A thread repeatedly tests a condition, but, 
effectively, does no useful work until the condition 
has the appropriate value. 
 

 Beware of optimizing compilers, though! 

flag initialized to 0 by main thread 
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Pthreads global sum with busy-waiting 
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Global sum function with critical section 
after loop 
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Pthread Spinlock 

 The example busywaiting lock enforces the 
sequence of threads entering the critical section 

 Thread 0  Thread 1  Thread 2  … 

 Implementation of the busywaiting is unsafe 

 Nondeterminism on the flag variable 

 

 Pthread library provides spinlock-based mutual 
exclusion 

 pthread_spinlock_t 

 pthread_spin_init(pthread_spinlock_t* spinlock, int nr_shared) 

 pthread_spin_lock(pthread_spinlock_t* spinlock) 

 pthread_spin_unlock(pthread_spinlock_t* spinlock) 
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Global sum function that uses a spinlock 

pthread_spin_lock(&spinlock); 

pthread_spin_unlock(&spinlock); 
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Mutexes 

 A thread that is busy-waiting may continually use the CPU 
accomplishing nothing. 
 

 Mutex (mutual exclusion) is a special type of variable that 
can be used to restrict access to a critical section to a 
single thread at a time. 

 

 Waiters to enter the critical sleeps until the only lock 
holder releases exits the critical section 

 Avoids wasting of CPU time 



32 

Mutexes 

 Used to guarantee that one thread “excludes” all other 
threads while it executes the critical section. 
 

 The Pthreads standard includes a special type for mutexes: 
pthread_mutex_t. 

 

 

 

 When a Pthreads program finishes using a mutex, it should 
call 



33 

Mutexes 

 In order to gain access to a critical section a thread calls 

 

 

 When a thread is finished executing the code in a critical 
section, it should call 

 

 Use of a mutex 

 

 

 

 

pthread_mutex_t lock = PTHREAD_MUTEX_INITIALIZER; 
/* or pthread_mutex_init(&lock, NULL) 
 
pthread_mutex_lock( &lock ); 
   // critical section 
pthread_mutext_unlock( &lock ); 
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Mutexes 

 Specifying attribute of a mutex 

 

 

 

 

 

 

 

 Attributes 

 PTHREAD_MUTEX_FAST_NP 

 PTHREAD_MUTEX_RECURSIVE_NP 

 PTHREAD_MUTEX_ERRORCHECK_NP 

pthread_mutex_t lock; 
Pthread_mutexattr_t attr; 
 
pthread_mutexattr_init(&attr); 
pthread_mutexattr_settype(&attr, PTHREAD_MUTEX_FAST_NP) 
pthread_mutex_init(&lock, &attr) 
 
pthread_mutex_lock( &lock ); 
   // critical section 
pthread_mutext_unlock( &lock ); 

Non-portable to other systems 
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Global sum function that uses a mutex 
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Performance evaluation 

 Busy-loop vs. pthread_spinlock vs. pthread_mutex 

 Lock/unlock for each global sum variable update 

 Environment 

 Intel i7 4 cores + 2 SMT per core (8 logicla cores) 

 

lock(&lock_variable); 

unlock(&lock_variable); 

Mutex takes longer time to acquire/release lock 

Busy-loop is worse than spinlock  
because of enforcing lock acquisition sequence 

Spinlock wastes CPU cycles  
when a lock holder  
is preempted 
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 Possible sequence of events with busy-
waiting and more threads than cores. 

 Because the busy-loop implementation 
enforces the sequence of lock acquisition 
 Thread 0  Thread 1  Thread 2  … 

Performance evaluation 
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Serialization 

 Critical sections serialize the code execution 

 Too many or large critical sections can slow down the 
performance – sequential code may run faster 

 thread1 

lock() 

unlock() 

critical 
section 

thread2 

lock() 

unlock() 

critical 
section 

thread3 

lock() 

unlock() 

critical 
section 

waiting 

waiting 
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Performance evaluation of critical 
section after loop 

 Busy-loop vs. pthread_spinlock vs. pthread_mutex 

 Environment 

 Intel i7 4 cores + 2 SMT per core (8 logicla cores) 

 

Due to hyper-threading 

Due to enforcing  
lock acquisition 
order 

Lock/unlock per global sum update Single critical section after loop 

Mostly linear speedup 


